When an Encrypted message is received from someone outside of the 0365
Tenant

THIS MESSAGE WAS SENT TO A GMAIL MAILBOX

June Invoices Encrypt Inbox

L Jors @ 4:26 PM (3 minutes ago) .- -
tome [Jj

You“ve received an encrypted message from |:I1@k5.gou
To view your message

Save and open the attachment (message.html), and follow the instructions.
Sign in using the following email address]  Ji@gmail.com

n |

This email message and its attachments are for the sole use of the intended recipient or recipients and may contain
confidential information. If you have received this email in error, please notify the sender and delete this message.

7] Message encryption by Microsoft Office 365

B message.html '

CLICK ON THE MESSAGE.HTML PART OF THE MESSAGE

GMAIL REQUIRES ME TO DOWN LOAD IT FOR THIS DEMONSTRATION

| HAVE FOUND THE ONE-TIME PASSCODE IS THE EASIEST SO | CLICK ON USE ONE-TIME PASSCODE

USER WILL SEE THIS SCREEN



Encrypted Message

Encrypted message

From
— Y
To

[ Jegmailcom

To view the message, sign in with a Microsoft account, your work ar school account, or use a one-time
passcode.

@ Sign in
6@ Use a one-time passcode

f Message encryption by Microsoft Office 365

Encrypted Message

We sent a passcode to| @gmail.com.

Please check your email, enter the passcode that corresponds with the
reference code, and click continue. The passcode will expire in 15 minutes.

Reference code: 9383

Passcode |

\J This is a private computer. Keep me signed in for 12 hours.

@ Continue

Didn't receive the passcode? Click here to get another one.

7] Message Encryption by Microsoft Office 365



IN THEIR INBOX THEY WILL RECEIVE A ONE-TIME PASSCODE FROM OFFICE 365

Your one-time passcode to view the message Inbox % = H
Microsoft Office 365 Message Encryption <Mic 4:40 PM {1 minute ago) - T
to me |-

] Office 365

Use the passcode to sign in
08044771

To view your message, type the passcode into the web page where you
requested it. This passcode matches reference code 9383,

MNOTE: This passcode expires 15 minutes after it was requested.

This message is automatically generated. Please don't reply to it.

ONCE THEY HAVE THE PASSCODE ENTER IT INTO THE PASSCODE BOX

Encrypted Message

We sent a passcode to holly.wilson2011@gmail.com.

Please check your email, enter the passcode that corresponds with the
reference code, and click continue. The passcode will expire in 15 minutes.

Reference code: 9383

Passcode [08044771

U This is a private computer. Keep me signed in for 12 hours.

@ Continue

Didn't receive the passcode? Click here to get another one.



OPENS THE MESSAGE AS SEEN BELOW

Encrypted Message gmail.com Sign Out

June Invoices Encrypt

[ Jomsi{__ J@ksgov> $ Replyall |v

To: [ M@gmailcom’ ¥ Today 4:26 PM

This is the massage body

CONFIDENTIALITY AND PRIVILEGE MOTICE

This e-mail message, including attachments, if any, is intended for the person or entity to which it is addressed and may contain confidential or privileged information. Any unautherized review, use, or

disclosure is prohibited. If you are not the intended recipient, please contact the sender and destroy the original message, including all copies, Thank you.



